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Abstract—In this paper, we investigate the secure vehicle com-
munications in cybertwin-enabled integrated satellite-terrestrial
networks, where the digital twins (DTs) in the cybertwin space
reflects the physical entities (i.e., satellite, terrestrial base station
(BS), and vehicles). Particularly, considering the channel similarity
between different satellite links versus the randomness difference
in terrestrial links, it is challenging to reach the secure transmis-
sion in satellite and terrestrial links independently with limited
resources. Considering the information exchange in the cybertwin
space can support an information sharing between such physical
entities, the secure transmission design by using the heteroge-
neous satellite-terrestrial resources can be conducted from a global
perspective. With the channel feedback information of vehicles
gathered at the cybertwin, the co-channel interference caused by
the spectrum sharing is leveraged to assist the implementation of
secure transmissions in the integrated satellite-terrestrial vehicle
network. Specifically, the problems of maximizing the secrecy rate
of satellite-to-vehicle link and the terrestrial BS-to-vehicle link are
formulated, respectively. To solve such two problems, we propose
two corresponding beamforming optimization approaches, where
semi-definite relaxation (SDR) and semi-definite programming
(SDP) are adopted due to the non-convexity. In addition, the tight-
ness of SDR is proved and the complexity of proposed approaches is
also analyzed. Finally, extensive numerical simulations are carried
out and results show the effectiveness of our proposed approach.

Index Terms—Integrated satellite-terrestrial networks,
cybertwin, digital twin, secure transmission, beamforming.

I. INTRODUCTION

S PACE-AIR-GROUND integrated network (SAGIN) ex-
pands the coverage range, increases the access capacity, and

provides comprehensive and diverse services, which has been
attracted great attention in 6G [1]–[3]. Recently, digital twins
(DTs) as the precise virtual copy of a physical machine or system
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Fig. 1. Cybertwin-enabled integrated satellite-terrestrial networks.

mirrors almost every facet of a product, process or service, which
has been applied in the manufacture, aviation, transport, and
healthcare etc., and is revolutionizing industry [4]. By digitally
representing humans or things, the cybertwin-driven network ar-
chitecture for 6 G is first proposed in [5], [6], where the cybertwin
serves as a communications assistant, network behavior logger,
and digital asset owner. With the cybertwin, the heterogeneous
satellite-terrestrial resources could be orchestrated globally and
uniformly. Particularly, the basic DT communication models are
first presented in [7], including inter-twin and intra-twin commu-
nication models, and a case study of DT system for autonomous
vehicles is conducted, which potentially directs the vehicle-to-
everything (V2X) applications with high mobility in integrated
satellite-terrestrial networks. Inspired by the previous works,
we design the cybertwin-enabled integrated satellite-terrestrial
vehicle networks shown in Fig. 1, where the cybertwin space
consists of Sat-DT, BS-DT, and Veh-DT which virtually reflect
the physical entities of integrated satellite-terrestrial networks.

Due to the spectrum scarcity of space information networks,
Internet service providers (ISPs) have considered sharing the
same frequency bands for many different kinds of communi-
cations [8]. By spectrum sharing, the spectrum utilization can
be improved in the integrated satellite-terrestrial communica-
tions [9]. However, due to co-channel and the inherent broadcast
nature of wireless mediums, satellite and terrestrial communi-
cation links are vulnerable to eavesdropping threats [10], [11].
In addition, malicious threats are easy to occur in heterogeneous
vehicular networks [12].

Different from the traditional encryption algorithms in the
upper layer, physical layer security can achieve secure transmis-
sions based on the randomness difference of wireless channels,
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which has been well studied in terrestrial 5 G networks [13]–
[16]. Particularly, the physical layer security techniques can
be roughly classified into three categories according to where
they are implemented in the transmission chain, i.e., at chan-
nel, signal, or coding level [17]. Compared with terrestrial
communications, limited resources can be exploited to assist
physical layer security in satellite-terrestrial communications,
such as power, multi-antenna, and the computation resource,
etc. Furthermore, the main and wiretap channels are similar
with weak randomness difference when the distance difference
from satellite to legitimate user and eavesdropper (Eve) can be
negligible [18]. All these pose a great challenge to implement the
physical layer security in satellite-terrestrial communications.

To overcome these challenges, several related works have
explored to use the green interference generated by cooperative
users or terrestrial base stations (BSs) to enhance the difference
between the main and wiretap channels [18]–[20]. Without the
assistance of terrestrial resources, the inter-user interference
serves as the green interference to increase the difference of
similar satellite channels [18]. However, only the secure trans-
mission of satellite link is considered. For the coexisting satellite
and terrestrial networks, the BS serves as a green interference
resource, which is designed for unequally damaging the main
and wiretap channels through optimizing the beamforming (BF)
at the BS [19], and jointly optimizing the BF vector of the BS and
satellite [20]. However, only the secure transmission of satellite
link is considered and the BS makes some sacrifices. Besides,
it is challenging to integrating heterogeneous resources to con-
duct a joint optimization with global information. The green
interference introduced in the previous exploration works shows
potential benefit for secure transmissions, which motivates us to
investigate the use of green interference for guaranteeing the
secrecy in both satellite-to-vehicle and terrestrial BS-to-vehicle
links in integrated satellite-terrestrial networks.

In this paper, we consider a cybertwin-enabled secure trans-
missions for vehicles in integrated satellite-terrestrial networks,
where the legitimate vehicle users connected to satellite (SU)
and to terrestrial BS (GU) coexist within the common coverage
of satellite and terrestrial networks. Particularly, a passive Eve
is considered to wiretap such two vehicles, i.e., SU and GU,
simultaneously. Considering the channel similarity from satellite
to SU and Eve, the inherent co-channel interference caused by
spectrum sharing, serving as the green interference, is leveraged
to assist the implementation of physical layer security for both
satellite and terrestrial links. Our main contributions can be
summarized as follows.
� We propose a framework of cybertwin-enabled physical

layer security in the integrated satellite-terrestrial vehicle
communications. The cybertwin enables a global infor-
mation sharing and directs a heterogeneous collaboration
between satellite and terrestrial networks. Particularly, the
secrecy requirements of vehicles associated with satellite
and BS are gathered and managed at the cybertwin, where
the terrestrial BS has access to global information through
the cybertwin to carry out a BF design.

� To maximize the secrecy rate of the satellite-to-vehicle
link, the interference from terrestrial BS serves as the green
interference to damage the wiretap channel of SU and the

BF vector at BS is optimized with the perfect and imperfect
channel state information (CSI) of Eve. Particularly, the
predefined secrecy rate of the terrestrial BS-to-vehicle link
is simultaneously guaranteed. To solve this non-convex
optimization problem, we first convert it into a bi-convex
problem by introducing an auxiliary variable, and then
propose an iterative BF optimization approach to optimize
the BF at the terrestrial BS. In addition, the semi-definite
relaxation (SDR) is adopted to relax the rank-one constraint
of BF and the tightness of this relaxation is proved. The
complexity of this proposed BF approach is also analyzed.

� To maximize the secrecy rate of the terrestrial BS-to-
vehicle link, the interference from satellite serves as the
green interference to damage the wiretap channel of GU
and the main channel of GU is enhanced by the BF opti-
mization at BS. Besides, the secrecy rate constraint of SU
is taken into consideration. Similarly, SDR is adopted to
relax the rank-one constraint of BF matrix and an iterative
alternating BF optimization approach is proposed to ob-
tain the solution. Specifically, an one-dimension search is
first adopted and an alternating semi-definite programming
(SDP) and single variable optimization is executed in each
search. In addition, the tightness of relaxation is proved and
the complexity of our proposed BF approach is analyzed
and extensive simulations are carried out to verify the
effectiveness of our proposed approach.

The remainder of this paper is organized as follows. Related
works are summarized in Section II. In Section III, the system
model of cybertwin-enabled secure transmissions for vehicles
in the integrated satellite-terrestrial networks is illustrated. In
Section IV, we formulate an optimization problem to maximize
secrecy rate for the vehicle associated with satellite network.
An iterative BF optimization approach is proposed to solve this
problem, and some reformulations are presented to simplify
the primal problem. In Section V, a problem to maximize the
secrecy rate for vehicle associated with terrestrial network is
formulated, where some reformulations are presented to convert
this intractable problem to a bi-convex problem and an iterative
alternating BF optimization approach is proposed to solve it. In
Section VI, extensive simulations are carried out to evaluate
the secrecy rate performance of both satellite-to-vehicle and
terrestrial BS-to-vehicle links. Finally, we conclude this paper
and direct our future work in Section VII.

II. RELATED WORKS

A comprehensive survey of DT networks is presented in [21],
where it points out that the DT introduces innovative transport
services such as traffic information reporting, vehicles secure
access and data sharing, which shows potential applications of
DT in intelligent transportation. The mathematical model of
service delay for a cybertwin based multi-access edge computing
system is proposed in [22]. To against cyber attackers, an
Internet-of-things (IoT) based DT of cyber-physical system for
the resilience of interconnected microgrids is designed in [23].
With the DTs of edge servers and mobile edge computing
(MEC), a mobile offloading scheme is proposed to minimize
the offloading latency [24], where the user mobility and
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TABLE I
SUMMARY OF NOTATIONS AND DEFINITIONS

unpredictable MEC environment are considered. Considering
an aerial-assisted Internet of vehicles (IoV), the DT-driven
resource allocation is proposed to maximize the satisfaction of
vehicles and improve the energy efficiency [25]. A multisource
model driven DT system based on the geometric, physics,
and sequential rule description is demonstrated in [26]. The
DT and edge networks are integrated and the DT empowered
reinforcement learning scheme is proposed to allocate spectrum
resources in resource-limited IoT networks [27]. Particularly, the
DT reflection model and its corresponding security architecture
is investigated and the DT-driven security requirements for DT
are designed based on the data sharing and control [28].

Recently, the investigations of physical layer security have
shown growing interests in satellite-terrestrial networks. To
improve the secrecy rate of satellite downlink communications,
the inter-user interference caused by frequency domain non-
orthogonal multiple access (FD-NOMA) is leveraged to degrade
the Eve [18], and a multi-user cooperation scheme is proposed to
enhance the main channel of legitimate satellite users. An intel-
ligent reflecting surface (IRS) is deployed to reflect the green
interference from the terrestrial network to secure the satel-
lite communication [29]. An unmanned aerial vehicle (UAV)
assisted physical layer security in multi-beam satellite-enabled
vehicle communications is investigated in [30]. However, the DT
has not been investigated with respect to physical layer security
and only the single-link secure transmission is addressed in the
integrated satellite-terrestrial networks.

Notations: (·)H denote the Hermitian transpose, respectively.
| · | and ‖ · ‖ stand for the absolute value and Euclidean norm
of a vector. Tr(·) and rank(·) denote the trace and rank of a
matrix, respectively. CN×M denotes a complex space of N ×
M . N (μ, δ2) denotes the normal distribution with mean μ and
variance δ2. Other notations are defined in Table I.

III. SYSTEM MODEL

We design a cybertwin model for the integrated satellite-
terrestrial networks as shown in Fig. 1, where the cybertwin
space consists of Sat-DT, BS-DT, and Veh-DT which virtually

Fig. 2. Secure vehicle communications in cybertwin-enabled integrated
satellite-terrestrial networks.

reflect physical entities of the integrated satellite-terrestrial net-
works. The DTs are deployed at the same network connected
to Internet and they can exchange with each other in the cy-
bertwin. To enable an integrated framework of satellite and
terrestrial networks, we deploy the Sat-DT in the gateway and
it can interact with the BS-DT and the Veh-DT in the edge
network. Particularly, the Sat-DT and the BS-DT represent DTs
of satellite and terrestrial BS, respectively, which manages the
heterogeneous resources of radio access networks. The Veh-DT
represents the DT of a vehicle, which is the agent of the vehicle
in cybertwin space, and it supervises and records the activity
information of the vehicle and facilitates the decision-making
for the vehicle. In this work, focusing on the physical layer
security, we simplify the system model as shown in Fig. 2,
where the interactions between DTs are implemented in the
cybertwin. Particularly, the satellite transmit power, the secrecy
requirements of vehicles respectively associated with satellite
and BS, and the CSI from satellite to vehicles are required by the
BS to execute the beamforming for implement the secure vehicle
communications. Thus, by the interactions between DTs in the
cybertwin space, the BS is assumed to have such information of
satellite and vehicles.

Particularly, we consider secure vehicle communications in a
cybertwin-enabled integrated satellite-terrestrial network shown
in Fig. 2, where the downlink spectrum is shared between satel-
lite and terrestrial networks. Vehicles in the common coverage of
satellite and terrestrial BS can alternatively access to satellite and
the terrestrial BS. To enable secure vehicle communications in
the integrated satellite-terrestrial network, we consider a frame-
work of wiretapping scenario as shown in Fig. 2. Specifically,
two legitimate vehicles with different access selections (alterna-
tive satellite and BS) are considered under the common coverage
of satellite and BS, and they can receive signals from satellite and
BS simultaneously by spectrum sharing. Particularly, we assume
that a passive Eve exists in the common coverage and has the
potential to wiretap vehicles due to the common-channel with
the vehicles. In addition, we assume that satellite and terrestrial
BS can be connected to Internet and there is an integrated control
and management center in the cybertwin.

A. Channel Models

According to the ITU-R P.618 [31], the free space path loss
(FSPL), rain attenuation, and satellite beam gain are considered
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to construct the satellite channel model, which is given by

h =
√

CLbβ exp (−jθ) , (1)

where CL denotes the FSPL, b denotes the beam gain, β denotes
the channel gain due to rain attenuation, and θ is the phase
variable with uniform distribution over [0, 2π). Specifically,

CL = (λ/4π)2/
(
d2 + h2

)
, (2)

where λ denotes signal wavelength, d denotes the distance from
the beam center to the center of satellite coverage, andh accounts
for the height of satellite [19], [20]. The beam gain is defined
by [20]

b = G

(
J1 (u0)

2u0
− 36

J3 (u0)

u2
0

)2

, (3)

where G denotes the maximum satellite antenna gain, u0 =

2.07123 sin(α)
sin(α3dB) with α being the elevation angle between the

beam center and SU and α3dB being the 3 dB angle of satellite
beam. Additionally, J1(·) and J3(·) are the first-kind Bessel
functions of order 1 and 3, respectively. β is modeled as a
log-normal random variable, i.e., βdB ∼ N (u, δ2) with βdB

being the dB form of β [20]. Particularly, hsu, hgu, and he

denote the channel coefficients from satellite to SU, GU, and
Eve, respectively.

Whereas, we adopt the channel model for terrestrial links as
g =

√
αg0, where α denotes the large-scale fading, α = C0r

−4

with C0 being the channel power gain at the reference distance
of 1 m and r denoting the distance from BS to the destination.
Additionally,g0 denotes the small-scale fading which undergoes
Nakagami-m fading with fading severity m and average power
Ω. Particularly, gsu ∈ CN×1, ggu ∈ CN×1, and ge ∈ CN×1

denote the channel vectors between BS and SU, GU, and Eve,
respectively.

Similar to related works [19], the CSI of Eve is assumed to
be imperfect in this work, i.e., he = ĥe +Δhe and ge = ĝe +
Δge, where ĥe and ĝe denote the channel estimate of Eve which
are known at BS,Δhe andΔge correspond to the norm-bounded
estimate errors. To facilitate the analysis, we assume ‖Δhe‖ =
‖Δge‖ ≤ ε in this work.

B. Signal Models

Denoting the transmission signals of satellite and BS by xsu

and xgu, respectively, the signal received by SU and GU can be
respectively expressed as

ysu = hsu

√
PSxsu + gH

suwxgu + nsu, (4)

ygu = gH
guwxgu + hgu

√
PSxsu + ngu, (5)

where PS denotes the satellite transmit power, w ∈ CN×1 is the
BF of BS, and nsu and ngu denote the noise received by SU and
GU, respectively. The received signal at Eve is given by

ye = he

√
PSxsu + gH

e wxgu + ne, (6)

where ne denotes the noise received at Eve. Based on (4) and
(5), the received SINR of SU and GU can be obtained as

γsu =
PS |hsu|2

‖gH
suw‖2 + δ2

su

, (7)

γgu =

∥∥gH
guw

∥∥2

PS |hgu|2 + δ2
gu

. (8)

From (6), the received SINR to wiretap SU is expressed as

γse =
PS |he|2

‖gH
e w‖2 + δ2

e

, (9)

and the SINR of Eve to wiretap GU can be written as

γge =

∥∥gH
e w

∥∥2

PS |he|2 + δ2
e

. (10)

Based on the definition of secrecy rate [32], [33], and using
(7)–(10), the secrecy rate of SU and GU can be respectively
given by

RS2V
s = [log2 (1 + γsu)− log2 (1 + γse)]

+, (11)

RB2V
s = [log2 (1 + γgu)− log2 (1 + γge)]

+. (12)

To facilitate the analysis, we assume that the noise power is
normalized, i.e., δ2

su = δ2
gu = δ2

e = 1. Substituting (7) and (9)
into (11) and meanwhile substituting (8) and (10) into (12), the
secrecy rate RS2V

s and RB2V
s can be further expressed as shown

in (13) and (14) at the bottom of the next page, respectively.

IV. MAXIMIZING SECRECY RATE FOR THE VEHICLE

ASSOCIATED WITH SATELLITE NETWORK

To maximize the secrecy rate of SU and guarantee a secrecy
rate constraint (Rs) of GU, the formulated problem can be
written as

P1 : max
w

RS2V
s (15a)

s.t.: RB2V
s ≥ Rs, (15b)

‖w‖2 ≤ PB , (15c)

where (15b) assures a predefined secrecy rate of the terrestrial
BS-to-vehicle link, (15c) constraints the maximum transmit
power (PB) of the terrestrial BS, and the optimization variable
w is solved in the cybertwin space and which is carried out
at the terrestrial BS. From (15), it is observed that the objective
function is non-convex due to its form of logarithmic subtraction.
Besides, we can see a constraint condition of another secrecy rate
(logarithmic subtraction) included, where its non-linearity and
non-convexity increases the challenge of the problem maximiz-
ing the secrecy rate to find solutions.

By introducing an auxiliary variable ξ and using (11)–(12),
the problem P1 can be rewritten as

P2 : max
w,ξ

log2 (1 + γsu)− log2

(
ξ−1
)

(16a)

s.t.: log2 (1 + γse) ≤ log2

(
ξ−1
)
, (16b)
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log2 (1 + γgu)− log2 (1 + γge) ≥ Rs, (16c)

‖w‖2 ≤ PB . (16d)

Substituting (7)–(10) into problem P2, it can be equivalently
reformulated as

P3 : max
w,ξ

ξ + ξ
PS |hsu|2

wHgsugH
suw + 1

(17a)

s.t.:
(
1 − ξ−1

) (
wH

(
ĝeĝ

H
e + ε

)
w
) ≤ ξ−1 − 1

− PS(|ĥe|2 + ε), (17b)

wHggug
H
guw

PS |hgu|2 + 1
− 2Rs

wH
(
ĝeĝ

H
e + ε

)
w

PS(|ĥe|2 + ε) + 1
≥ 2Rs − 1,

(17c)

‖w‖2 ≤ PB . (17d)

It is observed that P3 is nonconvex, due to the fractional
polynomial in the objective function. By replacing the optimiz-
ing variable with W = wwH and adopting SDR to ignore the
rank-one constraint of W, the problem P3 can be reformulated
as

P4 : max
W,ξ

ξ

(
1 +

PS |hsu|2
Tr (GsuW) + 1

)
(18a)

s.t.:
(
1 − ξ−1

)
Tr ((Ge + ε)W) ≤ ξ−1 − 1 − PS(|ĥe|2 + ε),

(18b)

Tr((
Ggu

PS |hgu|2 + 1
− 2Rs(Ge + ε)

PS(|ĥe|2 + ε) + 1
)W) ≥ 2Rs − 1,

(18c)

Tr (W) ≤ PB , (18d)

W � 0, (18e)

where Ggu = ggug
H
gu and Ge = ĝeĝ

H
e . We can see that P4

is a bi-convex problem. To solve P4, we propose an approach
that iteratively and alternately optimizes ξ and w. Particularly,
we reformulate P4 as two subproblems to optimize w and ξ,
respectively.

When ξ is fixed, the maximizing problem in (18a) can be
equivalently transformed into minimizing Tr(GsuW). Thus, a
subproblem to optimize W can be formulated as

P4 −A : min
W

Tr (GsuW) (19a)

s.t.: (18b)− (18e). (19b)

It is observed that the problemP4 −A is convex which can be
solved by semi-definite programing (SDP). Since the rank-one
constraint of W is relaxed by adopting SDR from P3 to P4, the
following Theorem is given to prove the tightness of rank-one
relaxation.

Theorem 1: For any feasible ξ, the solution ofW is rank-one.
Proof: Please see Appendix A. �
After obtaining a feasible W◦ by solving P4 −A, the objec-

tive function in (18a) can be reduced to maximizing ξ, where
the constant satisfies

1 +
PS |hsu|2

Tr (GsuW◦) + 1
> 0. (20)

Thus, the subproblem to optimize ξ can be equivalently for-
mulated as

P4 −B : max
ξ

ξ (21a)

s.t.:
(
1 − ξ−1

)
Tr ((Ge + ε)W◦) ≤ ξ−1 − 1 − PS(|ĥe|2 + ε),

(21b)

ξmin ≤ ξ ≤ ξmax, (21c)

where ξmin and ξmax are determined by the following Lemma.

RS2V
s = log2

(
1 +

PS |hsu|2
‖gH

suw‖2 + δ2
su

)
− log2

(
1 +

PS |he|2
‖gH

e w‖2 + δ2
e

)

= log2

(
PS |hsu|2 +

∥∥gH
suw

∥∥2
+ 1

‖gH
suw‖2 + 1

)
− log2

(
PS |he|2 +

∥∥gH
e w

∥∥2
+ 1

‖gH
e w‖2 + 1

)

= log2

(
PS |hsu|2 +wHgsug

H
suw + 1

wHgsug
H
suw + 1

)
− log2

(
PS |he|2 +wHgeg

H
e w + 1

wHgeg
H
e w + 1

)
. (13)

RB2V
s = log2

(
1 +

∥∥gH
guw

∥∥2

PS |hgu|2 + 1

)
− log2

(
1 +

∥∥gH
e w

∥∥2

PS |he|2 + 1

)

= log2

(
1 +

wHggug
H
guw

PS |hgu|2 + 1

)
− log2

(
1 +

wHgeg
H
e w

PS |he|2 + 1

)

= log2

(
1 + PS |hgu|2 +wHggug

H
guw

PS |hgu|2 + 1

)
− log2

(
1 + PS |he|2 +wHgeg

H
e w

PS |he|2 + 1

)
. (14)
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Lemma 1: Given PS , the value range of ξ is determined by

1

1 + PS |hsu|2
≤ ξ ≤ 1. (22)

Proof: Since the positive secrecy rate is required, the objec-
tive function in (16a) indicates 1 + γsu ≥ ξ−1. Substituting (7)
into (22), we have

ξ ≥ 1

1 + PS |hsu|2
‖gH

suw‖2
+1

≥ 1

1 + PS |hsu|2
. (23)

From (16b), it indicates that 0 ≤ ξ ≤ 1. Thus, (22) is obtained
and the proof is completed. �

Using (21b) and Lemma 1, the optimal solution of P4 −B
can be obtained as

ξ◦ =
1 +Tr (GeW

◦)

1 + Tr (GeW◦) + PS |ĥe|2
. (24)

Based on the solutions of P4 −A andP4 −B, the bi-convex
problem P4 can be solved by the iterative alternating approach.
Specifically, given an initialized ξ0 at the beginning of procedure,
a feasible W◦ can be found by adopting SDP to solve P4 −A.
Based on W◦, the optimal ξ◦ can be obtained by using (24).
Returning ξ◦ to P4 −A, the next iteration is started. Addition-
ally, a convergence tolerance ε is predefined to terminate the
procedure. Particularly, the rank-one of W has been proved,
which guarantees the solution of P4 is optimal for the primal
P3. Finally, the details of the proposed iterative BF optimization
approach is given in Algorithm 1.

Computational complexity: The main complexity of Algo-
rithm 1 can be calculated by the iteration number multiplying
the complexity in each iteration. For each iteration, the SDP
for solving P4 −A can be calculated by O(max{m,n}4n1/2),
where m and n are the constraint order and the dimension of
equality constraints for SDP, respectively. Thus, the complexity

of solving P4 −A in each iteration is O(N 4). For solving
P4 −B, the complexity can be calculated based on (24) which
is O(N 3). Thus, the total complexity can be calculated as
log(1/ε)(O(N 4) +O(N 3)).

V. MAXIMIZING SECRECY RATE FOR THE VEHICLE

ASSOCIATED WITH TERRESTRIAL NETWORK

For the vehicle associated with the terrestrial network, we
formulate a problem to maximize the secrecy rate of the vehicle
as follows.

P5 : max
w

RB2V
s (25a)

s.t.: RS2V
s ≥ R′

s, (25b)

‖w‖2 ≤ PB , (25c)

where a predefined secrecy rate of the vehicle connected to satel-
lite is guaranteed and the BS transmit power is also constrained.
However, it is observed that P5 is non-convex and intractable
to be solved.

Similarly, we introduce another auxiliary variable ϕ for fa-
cilitating the reformulation of the objective function in (25a),
which holds the following constraint

log2

⎛
⎝1 + PS

(
|ĥe|2 + ε

)
+wH

(
ĝeĝ

H
e + ε

)
w

PS

(
|ĥe|2 + ε

)
+ 1

⎞
⎠

≤ log2

(
ϕ−1

)
. (26)

Particularly, according to the monotonicity of log2(·), the
constraint in (26) can be represented as

ϕ
(

1 + PS

(
|ĥe|2 + ε

)
+wH

(
geg

H
e + ε

)
w
)

≤ PS

(
|ĥe|2 + ε

)
+ 1. (27)

In addition, (25b) can be represented as

PS |hsu|2
wHgsug

H
suw + 1

≥ 2R′
s

PS

(
|ĥe|2 + ε

)
wH (ĝeĝH

e + ε)w + 1
+ 2R′

s − 1.

(28)

To address the fractional polynomial in (28), we make the
following replacement

η =
1

wH (ĝeĝH
e + ε)w + 1

. (29)

Thus, (28) can be further simplified as(
2R′

sη
(
PS

(
|ĥe|2 + ε

))
+ 2R′

s − 1
) (

wHgsug
H
suw + 1

)
≤ PS |hsu|2. (30)

Finally, P5 can be equivalently reformulated as

P6 : max
w,ϕ

ϕ+ ϕ
wHggug

H
guw

PS |hgu|2 + 1
, (31a)

s.t.: (27), (30), (25c). (31b)
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Nevertheless, it can be seen that P6 is still non-convex due
to the fractional polynomial in the objective function and con-
straints. By replacing the optimizing variables withW = wwH ,
Ggu = ggug

H
gu, and Ge = ĝeĝ

H
e , and adopting SDR to ignore

the rank-one constraint ofW, the problemP6 can be represented
as

P7 : max
W,ϕ,η

ϕ

(
1 +

Tr (GguW)

PS |hgu|2 + 1

)
, (32a)

s.t.: ϕ
(

1 + PS

(∣∣ĥe

∣∣2 + ε
)
+Tr (GeW) + Tr (εW)

)
≤ PS

(∣∣ĥe

∣∣2 + ε
)
+ 1. (32b)(

2R′
sηPS |he|2 + 2R′

s − 1
)
(Tr (GsuW) + 1) ≤ PS |hsu|2,

(32c)

Tr (W) ≤ PB , (32d)

W � 0. (32e)

It can be seen that P7 is a bi-convex problem. To solve
P7, we propose an iterative alternating BF optimization ap-
proach demonstrated in Algorithm 2. Specifically, the algorithm
2 consists of an inner and outer stages. In the outer stage, a
one-dimension search is adopted to find the solution of η. Within
each search in the inner stage, we first fix the optimization
variable ϕ, then an SDP is executed to obtain a feasible W◦

n. In
addition, the tightness of rank-one relaxation is proved through
the following Theorem.

Theorem 2: For any feasible φ and η, the solution of W in
P7 is rank-one.

Proof: Please see Appendix B. �
Lemma 2: For any feasible W◦

n, the optimal ϕ can be ob-
tained as

ϕn =
PS

(
|ĥe|2 + ε

)
+ 1

1 + PS(|ĥe|2 + ε) + Tr (GeW◦
n) + Tr (εW◦

n)
(33)

Proof: Given W◦
n, the objective function in (32a) is

monotonically increasing with φ. Since W◦
n is the feasi-

ble solution of P7, it satisfies constraints in (32b)–(32e).
Particularly, based on (32b), the maximum value of φ
can be obtained when (32b) holds the equal sign. Since
1 + PS(|ĥe|2 + ε) + Tr(GeW

◦
n) + Tr(εW◦

n) > 0, thus (33)
is achieved.

Computational complexity: The main complexity of Al-
gorithm 2 can be calculated by the one-dimension search
number (Ns) multiplying the complexity in each search. For
each search, the SDP for solving w◦

n can be calculated by
O(max{m,n}4n1/2), where m and n are the constraint order
and the dimension of equality constraints for SDP, respectively.
Thus, the complexity of SDP in each search is O(N 4). Besides,
the complexity for solving φn can be calculated based on (33)
which is O(N 3). Thus, the total complexity can be calculated
as Nslog(1/ε)(O(N 4) +O(N 3)).

In addition, we can see the inputs of algorithm 1 and algorithm
2 consist of parameters from satellite, SU, GU, and the BS,
which is hard to be gathered at one device generally and a joint

optimization is hard to reached in such heterogeneous network.
Benefit from the cybertwin deployment, a global information
exchange for carrying out the secure BF optimization to imple-
ment the physical layer security in both satellite and terrestrial
vehicle communications is realized.

VI. PERFORMANCE EVALUATIONS

In this section, simulations are carried out to evaluate the
secrecy rate performance of the cybertwin-driven integrated
satellite-terrestrial vehicle transmissions. The system parame-
ters are specifically set as follows. The low earth orbit (LEO)
satellite is employed and the height of satellite orbit is 600 Km,
the maximum beam gain is 52 dB, and the 3-dB angle of satellite
beam is set to 0.4◦. The rain attenuation parameters of satellite-
terrestrial channel are set to −3.152 dB and 1.6. The carrier
frequency of the integrated satellite-terrestrial transmissions is
2 GHz. In addition, the distances from BS to the SU and Eve
are set to 90 m and 100 m, respectively. The terrestrial channel
power gain at the reference distance of 1 m is set to −38.46 dB.
The Nakagami-m channel parameters are m = 2 and Ω = 1.
System parameters are set in Table II.

Benchmark: We consider the widely used MRT/ZF-based BF
schemes as the benchmark in this section, which is designed
as the fixed BF scheme at BS for secure transmission. The
MRT/ZF-based BF vector can be respectively given by [30],
[34]

wMRT = gsu/‖hrd‖, (34)

wZF = f0/‖f0‖, (35)
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TABLE II
SYSTEM PARAMETERS SETTING

Fig. 3. The impact of the satellite transmission power on the maximum secrecy
rate of SU. (PB = 30 dB, Rs = 2 bit/s/Hz, N = 4).

where f0 = (IM − ge(g
H
e ge)

−1
gH
e )gsu. Fig. 3 shows the im-

pact of satellite transmission power on the maximum secrecy
rate of SU, where the secrecy rate of GU is constrained by
Rs = 2 bit/s/Hz and the number of transmit antennas at BS
is set to N = 4. We can see that the maximum secrecy rate
of SU increases as the satellite transmission power increases,
and the proposed BF optimization approach outperforms the
ZF/MRT-based BF approaches. This is because the secrecy rate
of SU is monotonically increasing with PS based on (17a). For
the ZF-based BF approach, the green interference from BS only
degrades the wiretap channel of SU. The main channel quality of
SU is enhanced whenPS increases, which leads to an increasing
secrecy rate of SU. However, the signal quality of the main
channel of GU is degraded due to the signal loss [20], which
conflicts with the secrecy constraint of GU. Compared with the
ZF-based BF approach, the rest power of BS can completely
serve as the green interference for the secure transmission of
SU when the secrecy constraint of GU is satisfied based on
our BF optimization approach. For the MRT-based BF scheme,
insufficient interference can be leveraged to increase the channel
difference from satellite to SU and Eve, thus the secrecy per-
formance of SU cannot be improved significantly. In addition,

Fig. 4. The impact of the secrecy rate constraint of GU on the maximum
secrecy rate of SU. (PS = 15 dB, PB = 30 dB, N = 4).

the larger CSI uncertainty (ε) results in the worse secrecy rate
performance due to the increasing channel estimation errors as ε
becomes larger. Fig. 4 shows the impact of the secrecy constraint
of GU on the maximum secrecy rate of SU increases, where
PS = 15 dB, PB = 30 dB, and N = 4. From Fig. 4, we can
observe that the maximum secrecy rate of SU decreases as the
secrecy rate constraint of GU. With the increasing Rs, more BS
power is required for the secure BS link based on (18c) and (19a),
which indicates that less green interference from the BS can
be used for the secure transmission of SU, as consequently the
secrecy rate of SU decreases. For the ZF-based BF approach, i.e.,
Tr(GsuW) = 0, Tr(GeW) decreases as Rs increases based
on (12). The secrecy rate of SU is determined by (24), which
is a monotonically increasing function of Tr(GeW). Thus, the
secrecy rate of SU decreases as Rs increases. The proposed BF
optimization approach outperforms the ZF-based BF approach,
since the damage of Eve by ZF-based BF is lighter. Since the BS
power focuses more on the main channel of GU by MRT-based
BF as Rs increases, few green interference could be used for
damaging the wiretap channel of SU. Fig. 5 shows the impact
of the number of transmit antennas at BS on the maximum
secrecy rate of SU, where PS = 15 dB, PB = 30 dB, and
Rs = 2 bit/s/Hz. From Fig. 5, we can see that the maximum
secrecy rate of SU increases with the number of BS antennas.
This is because the BF focuses more on its intended directions,
and thus BF gain increases when the number of BS antennas
increases, which controls the signal leakage and interference
better. In addition, we can see our proposed BF optimization
approach outperforms the ZF/MRT-based BF approaches, which
indicates that it can improve the secrecy performance of SU
when the additional BS resource serves as the green interference
to degrades the Eve.

Fig. 6 shows the impact of the BS transmission power on the
maximum secrecy rate of GU, where PS = 10 dB and Rs =
0.2 bit/s/Hz. From Fig. 6, we can see that the maximum secrecy
rate of GU increases with the BS transmission power. This is
because the main channel capacity of GU increases as the BS
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Fig. 5. The impact of the number of BS transmit antennas on the maximum
secrecy rate of SU. (PS = 15 dB, PB = 30 dB, Rs = 2 bit/s/Hz).

Fig. 6. The impact of BS transmission power on the maximum secrecy rate
of GU. (PS = 10 dB, R′

s = 0.2 bit/s/Hz, N = 4).

transmission power increases, and thus the secrecy rate of GU
increases. From (32a), the objective function is monotonically
increasing with PB , thus the secrecy rate of GU increases as
the rest BS transmission power increases when a fixed part of
BS transmission power for guaranteeing the secrecy constraint
of SU is satisfied. Particularly, our proposed BF optimization
approach in Algorithm 2 outperforms the ZF- and MRT-based
BF schemes.

Fig. 7 shows the impact of the secrecy rate constraint of
SU on the maximum secrecy rate of GU, where PS = 15 dB,
PB = 20 dB, and N = 4. From Fig. 7, it can be observed
that the maximum secrecy rate of GU decreases as the secrecy
rate constraint of GU. This is because the BF focuses more
on the wiretap channel of SU as the secrecy rate constraint
of SU increases, as a result the damage to the GU’s wiretap
channel and the secrecy enhancement of the GU’s main channel
are weakened. Comparing to the ZF/MRT-based BF scheme, by
our proposed BF optimization approach the green interference
from BS degrades the Eve and the main channel capacity of

Fig. 7. The impact of secrecy rate constraint of SU on the maximum secrecy
rate of GU. (PS = 15 dB, PB = 20 dB, N = 4).

Fig. 8. The impact of the distance from GU to BS on the maximum secrecy
rate of SU. (PB = 20 dB, PS = 15 dB, Rs = 0.2 bit/s/Hz, N = 4).

GU also has the enhancement. Fig. 8 shows the impact of the
distance from GU to BS on the maximum secrecy rate of GU
increases, where PB = 20 dB, PS = 15 dB, Rs = 0.2 bit/s/Hz,
and N = 4. From Fig. 8, it can be observed that the maximum
secrecy rate of GU decreases as the distance from GU to BS.
This is because the channel attenuation between the BS and
GU increases as the GU moves away from the BS. The main
channel capacity of GU decreases as the distance from GU to
BS increases and thus the maximum secrecy of GU decreases.
Particularly, we can see our proposed BF optimization approach
outperforms the ZF- and MRT-based BF schemes.

VII. CONCLUSION

In this paper, we have investigated physical layer security in
the cybertwin-driven integrated satellite-terrestrial vehicle com-
munications, where both the secure transmissions of satellite
and BS downlinks are considered. Particularly, the co-channel
interference serving as the green interference is leveraged to
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conduct the secure transmissions by optimizing the BF at the
terrestrial BS. The cybertwin provides the satellite-terrestrial in-
formation interaction platform, and directs the BF optimization
of the terrestrial BS with the satellite/BS transmission power,
the satellite/BS-to-vehicle channel feedback information, and
the secrecy constraint of the satellite/BS link from the Sat-DT,
BS-DT, and Veh-DT. Then the BS-DT delivers the optimal BF to
the physical terrestrial BS. Specifically, to maximize the secrecy
rate of SU while guaranteeing the secrecy rate constraint of
GU, we have formulated a problem to optimize the BF of BS,
which has been solved by the proposed iterative BF optimization
approach. Besides, to maximize the secrecy rate of GU while the
secrecy rate of SU is constrained, another iterative alternating BF
optimization approach has been proposed. Moreover, the SDR
and SDP have been adopted to reformulate these two non-convex
problems. The tightness of relaxation has been proved and the
complexity of our proposed approaches has been also analyzed.
Simulation results have revealed that the co-channel interference
due to spectrum sharing can effectively improve the secrecy
performance of the integrated satellite-terrestrial communica-
tions. For the future work, we will investigate the cybertwin-
enabled dynamical secure access selection in satellite-terrestrial
integrated networks.

APPENDIX A
PROOF OF THEOREM 1

Proof: The Lagrangian function of P4 −A can be obtained,
which is shown in (36) at the bottom of this page, where λ ≥ 0,
ρ ≥ 0, φ ≥ 0, and U � 0.

Taking the partial derivative of the Lagrangian function with
respect to W and applying the karush-kuhn-tucker (KKT) con-
ditions, we have

A− ρ
Ggu

PS |hgu|2 + 1
+ λ

(
1 − ξ−1

)
Ge −U = 0, (37)

UW = 0, (38)

W � 0, (39)

where A can be represented as

A =

⎛
⎝φ+

ερ2Rs

PS

(
|ĥe|2 + ε

)
+ 1

+ λε
(
1 − ξ−1

)⎞⎠ IN +Gsu

+
ρ2Rs

PS

(
|ĥe|2 + ε

)
+ 1

Ge. (40)

Due to φ ≥ 0, λ ≥ 0, and ρ ≥ 0, we can obtain

φ+
ερ2Rs

PS

(
|ĥe|2 + ε

)
+ 1

+ λε
(
1 − ξ−1

)
> 0, (41)

and thus it can be observed that A is with full rank.
Based on (37) and denoting as

Z = A− ρ
Ggu

PS |hgu|2 + 1
, (42)

the rank of matrix Z has

N − 1 ≤ rank (Z) ≤ N, (43)

where Ggu = ggug
H
gu with rank one. By post-multiplying both

sides of (37) with W and using (39), (37) can be rewritten as

ZW = λ
(
ξ−1 − 1

)
GeW. (44)

Thus, we have

rank (ZW) = rank
(
λ
(
ξ−1 − 1

)
GeW

) ≤ rank (Ge) = 1.
(45)

Using the Sylvester inequality, we can obtain

rank (Z) + rank (W) ≤ rank (ZW) +N. (46)

It indicates that rank(W) = N if rank(ZW) = 1.
However, it yields rank(Z) ≤ 1, which conflicts with the

result in (43). Thus, rank(ZW) = 0 and we have

rank (Z) + rank (W) ≤ N. (47)

Recall (43), rank(W) ≤ 1 is obtained from (47). With
the rank-one constraint, W = 0 can not be a solution, thus
rank(W) = 1. The proof is completed. �

APPENDIX B
PROOF OF THEOREM 2

Proof: Similar to the proof of Theorem 1, we first derive the
Lagrangian function of P7 shown in (48) at the bottom of this
page, where ς ≥ 0, � ≥ 0, ϑ ≥ 0,Θ � 0.

Taking the partial derivative of (48) with respect to W and
applying the karush-kuhn-tucker (KKT) conditions, we have

Ggu + �
(

2R′
sηPS |he|2 + 2R′

s − 1
)
Gsu + ςϕ (Ge + ε)

+ϑI−Θ = 0, (49)

ΘW = 0, (50)

W � 0. (51)

L (W, λ, ρ, φ,U) = Tr (GsuW) + φ (Tr (W)− PB)−UW + λ
((

1 − ξ−1
)
Tr ((Ge + ε)W)− ξ−1 + 1 − PS

(
|ĥe|2 + ε

))

− ρ

⎛
⎝Tr

⎛
⎝
⎛
⎝ Ggu

PS |hgu|2 + 1
− 2Rs (Ge + ε)

PS

(
|ĥe|2 + ε

)
+ 1

⎞
⎠W

⎞
⎠− 2Rs + 1

⎞
⎠ . (36)

L (W, ς, �, ϑ,Θ) = Tr (GguW) + ϑ (Tr (W)− PB) + �
((

2R′
sηPS |he|2 + 2R′

s − 1
)
(Tr (GsuW) + 1)− PS |hsu|2

)
+ ς

(
ϕ
(

1 + PS(|ĥe|2 + ε) + Tr (GeW) + Tr (εW)
)
− PS

(
|ĥe|2 + ε

)
− 1
)
−ΘW. (48)
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Based on (29), it indicates that 0 < η ≤ 1. Then, it is easy
to obtain �(2R′

sηPS |he|2 + 2R′
s) ≥ 0. We make the following

definition

B = ϑI+Ggu + �
(

2RηPS |he|2 + 2R
)
Gsu + ςϕ (Ge + ε) ,

(52)

and B � 0 can be reached, which indicates B is with full rank.
By post-multiplying both sides of (49) withW and using (50),

we have BW = GsuW. Thus,

rank (BW) = rank (GsuW) ≤ rank (Gsu) = 1. (53)

Based on (53), we have rank(W) = rank(BW) ≤ 1. Par-
ticularly, W = 0 can not be a solution which should be dis-
carded, thus rank(W) = 1. The proof is completed. �
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